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1 - Domain: Corp.PerformanceIT.com 

1.1 - CORP.PERFORMANCEIT.COM\BKURR-WIN10 

Windows 10 Pro (x64) unknown (Build 10240) 10.0.7.74 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 10 Pro (x64) unknown (Build 10240) 

Windows Key QYW3B-WQHHJ-RDQWG-TQ9JB-6VJXG 

Manufacturer Dell Inc./Vostro 230 

Service Tag/Serial Number 830TRL1 

Processor Pentium(R) Dual-Core CPU E5400 @ 2.70GHz 
64-bit ready 
Multi-core (2 total) 
Not hyper-threaded 
2048 MB L2 Cache 

OS Install Date 9/23/2015 11:43:43 AM 

Last Active Directory Checkin 2/11/2016 8:54:17 AM 
 

System Memory 

Total Memory 3072 MB 

Memory Bank: DIMM0 (In Use) 2048 MB, 1333 MHz, serial number 6574C1D8 

Memory Bank: Bank 1 (Available)  

Memory Bank: DIMM1 (In Use) 1024 MB, 1333 MHz, serial number 225C204B 
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTFS 297.6 GB 31.09 GB 10.45% 266.51GB 89.55% 

 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Ethernet: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Broadcom NetLink (TM) Gigabit Ethernet 

 Physical Address 00:26:2D:28:C5:47 

 DHCP Enabled Yes 

 IPv4 Address 10.0.7.74;fe80::e1c7:c5e4:fd5f:529d 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/11/2016 10:00:32 AM 

 Lease Expires 2/19/2016 10:00:32 AM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 1 Gbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 ThreatTrack Security VIPRE Business Agent 
 Enabled Yes 

 Up-to-date Yes 

 Windows Defender (Version 4.8.10240.16384) 
 Enabled No 

 Up-to-date Yes 

 Engine Version 1.1.12101.0 

 Last Scan 10/7/2015 2:24:30 PM 

 Last Scan Type Quick 

 Real-time Protection On 
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Antispyware 

 ThreatTrack Security VIPRE Business Agent 
 Enabled Yes 

 Up-to-date Yes 

 Windows Defender (Version 4.8.10240.16384) 
 Enabled No 

 Up-to-date Yes 

 AS Definitions Version 1.207.2344.0 

 AS Last Applied 10/7/2015 9:36:13 PM 

 Engine Version 1.1.12101.0 

 Last Scan 10/7/2015 2:24:30 PM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 

 GFI Languard 
 Enabled Yes 

 
Antispyware 

 GFI Languard 
 Enabled Yes 

 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

MBSA 

 

Issue Score Assessment 

Security Updates Unable to scan Cannot load security CAB file. 
 
Windows Updates 

 

Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 1 update is missing. 

Update Rollups, Windows 10, Windows 10 LTSB Failed (non-critical) 1 update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 
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Local Account Password Strength Assessment 

Assessment: Strong Security 
 Administrator - Weak, Disabled 
 DefaultAccount - Weak, Disabled 
 Guest - Weak, Disabled 
 

Connected Printers 

None Detected 
 

Shares 

UNC PATH Remark 

\\BKURR-WIN10\ADMIN$ C:\Windows  

\\BKURR-WIN10\C$ C:\  

\\BKURR-WIN10\IPC$   
 

Installed Applications 

None Detected 
 
 

License Keys 

None Detected 
 

Common Listening Ports 

Remote 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.7.74 BKURR-WIN10 
 

 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

18086/TCP Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49408/TCP Any wininit  NT AUTHORITY\SYSTEM 

49409/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49410/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 
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Port IP Address Process Name Description User 

49413/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49431/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

61499/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

61506/TCP Any services  NT AUTHORITY\SYSTEM 
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1.2 - CORP.PERFORMANCEIT.COM\E2T-GW 

Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 10.0.6.44 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

● Anti-virus not installed 

● Operating System in Extended Support 

 

System Profile 

OS Windows 7 Enterprise (x64) Service Pack 1 (Build 7601) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 7242-6114-4960-1418-0345-9017-97 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 8/12/2013 8:57:44 AM 

Last Active Directory Checkin 2/11/2016 9:06:13 AM 
 

System Memory 

Total Memory 1024 MB 

Memory Bank: M0 (In Use) 1024 MB, unknown MHz, serial number None 

32 Memory Banks Available  
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTFS 126.9 GB 34.58 GB 27.25% 92.32GB 72.75% 

 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Local Area Connection 3: 
 Description Microsoft Hyper-V Network Adapter 

 Physical Address 00:15:5D:07:37:0F 

 DHCP Enabled No 

 IPv4 Address 10.0.6.44;fe80::31d8:b72b:fab4:af25 

 Subnet Mask 255.255.240.0, 64 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23, 8.8.8.8 

 Connection Speed 10000000000 

 
 

Endpoint Security 

Security Center 

Antivirus 
No antivirus reported by Security Center 
 
Antispyware 

 Windows Defender (Version 6.1.7600.16385) 
 Enabled No 

 Up-to-date Yes 

 AS Definitions Version 1.193.2151.0 

 AS Last Applied 3/9/2015 6:59:21 PM 

 Engine Version 1.1.11400.0 

 Last Scan 3/12/2015 2:32:22 AM 

 Last Scan Type Quick 

 Real-time Protection On 
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Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Feature Packs, Windows 7 Failed (non-critical) 1 update is missing. 

Updates, Windows 7 Failed (non-critical) 62 updates are missing. 

Updates, Windows 7 Language Packs Failed (non-critical) 34 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 

None Detected 
 

Shares 

UNC PATH Remark 

\\E2T-GW\ADMIN$ C:\Windows  

\\E2T-GW\C$ C:\  

\\E2T-GW\IPC$   

\\E2T-GW\Users C:\Users  
 

Installed Applications 

Application Name Version 

Microsoft .NET Framework 4 Client Profile 4.0 
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Application Name Version 

Microsoft .NET Framework 4 Extended 4.0 

Microsoft Office Professional Plus 2010 14.0 

Microsoft Online Services Sign-in Assistant 7.250 

Microsoft SQL Server 2008 R2 Native Client 10.52 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.30319 10.0 

ProactiveWatch Agent  

ProactiveWatch Explorer 3.0 

Quick Screen Capture 3.0 3.0 

Windows Azure Active Directory Module for Windows PowerShell 1.0 
 
 

License Keys 

Application Name License Key 

Microsoft - Internet Explorer 55041-006-2443512-86608 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Office Professional Plus 2010 82503-018-0000106-48008 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 7 Enterprise 55041-006-2443512-86608 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

 

Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

2869/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

29080/TCP Any pwgateway.exe  NT AUTHORITY\SYSTEM 

29081/TCP Any pwgwupdater.exe  NT AUTHORITY\SYSTEM 

29100/TCP Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49189/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP Address Process Name Description User 

49211/TCP Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 
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1.3 - CORP.PERFORMANCEIT.COM\FT-LENOVO 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.6.192 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer LENOVO/2436CTO 

Service Tag/Serial Number R9VKRWC 

Processor Intel(R) Core(TM) i7-3820QM CPU @ 2.70GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
256 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 6/11/2015 1:34:43 PM 

Last Active Directory Checkin 2/10/2016 5:03:29 PM 
 

System Memory 

Total Memory 16384 MB 

Memory Bank: ChannelA-DIMM1 (In Use) 8192 MB, 1600 MHz, serial number 94BE1103 

Memory Bank: Bank 2 (Available)  

Memory Bank: ChannelB-DIMM1 (In Use) 8192 MB, 1600 MHz, serial number 94BE106B 

Memory Bank: Bank 4 (Available)  
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Windows8_OS NTFS 453.78 GB 258.66 GB 57.00% 195.12GB 43.00% 
 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Wi-Fi: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Intel(R) Centrino(R) Ultimate-N 6300 AGN 

 Physical Address 24:77:03:D1:39:80 

 DHCP Enabled Yes 

 IPv4 Address 10.0.6.192;fe80::91b:1bf:8f64:c32b 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/8/2016 10:31:14 AM 

 Lease Expires 2/16/2016 10:31:14 AM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 240 Mbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 Engine Version 1.1.12400.0 

 Last Scan 2/5/2016 5:37:56 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Antispyware 

 Windows Defender (Version 4.8.207.0) 
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 Enabled Yes 

 Up-to-date Yes 

 AS Definitions Version 1.213.5616.0 

 AS Last Applied 2/8/2016 7:17:19 AM 

 Engine Version 1.1.12400.0 

 Last Scan 2/5/2016 5:37:56 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Drivers, Windows 8.1 and later drivers Failed (non-critical) 2 updates are missing. 

Drivers, Windows 8.1 Drivers Failed (non-critical) 5 updates are missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 7 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 

(from WMI) 

IP Address Printer Name Accessed From Location Comment 

10.0.6.192 Brother MFC-9840CDW 
Printer 

   

10.0.6.192 Brother HL-6180DW 
series Printer 
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Shares 

UNC PATH Remark 

\\FT-LENOVO\ADMIN$ C:\WINDOWS  

\\FT-LENOVO\C$ C:\  

\\FT-LENOVO\IPC$   

\\FT-LENOVO\print$ C:\WINDOWS\system32\spool\drivers  
 

Installed Applications 

Application Name Version 

µTorrent 3.3 

7-Zip 9.20  

Adobe AIR 18.0 

Adobe Creative Cloud 2.7 

Adobe Illustrator CC 2014 18.0 

Adobe Photoshop CC 2014 15.1 

Adobe Reader XI (11.0.12) 11.0 

Adobe Shockwave Player 12.1 12.1 

Advanced IP Scanner 2.4 2.4 

AllShare Framework DMS 1.3 

Apple Application Support (32-bit) 3.2 

Apple Application Support (64-bit) 3.2 

Apple Mobile Device Support 8.2 

Apple Software Update 2.1 

Autodesk DWG TrueView 2014 19.1 

BASIC Stamp Editor v2.5.3 2.5 

Bonjour 3.0 

Brother BRAdmin Light 1.22.0003 1.22 

Carbonite 5.5 

CCleaner 4.04 

Citrix Online Launcher 1.0 

Dolby Home Theater v4 7.2 

DomaIQ  

Foscam Web Components Test 2.0.0.99 2.0 

g! Viewer 7.2 

Google Chrome 48.0 

Google Earth Plug-in 7.1 

Google Toolbar for Internet Explorer 1.0 

HAI Dealer PC Access 3  

iCloud 4.1 
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Application Name Version 

inSSIDer 4 4.2 

Integrated Camera Driver Installer Package Ver.1.0.0.30 1.0 

Intel(R) Management Engine Components 8.1 

Intel(R) Network Connections Drivers 18.0 

Intel(R) Processor Graphics 10.18 

Intel(R) SDK for OpenCL - CPU Only Runtime Package 2.0 

Intel(R) WiDi 4.2 

Intel PROSet/Wireless Software 17.13 

Ipswitch WhatsConnected v3.5 3.5 

iTunes 12.2 

Java 8 Update 71 8.0 

KX-TAW848 Maintenance Console  

Lenovo Auto Scroll Utility 2.10 

Lenovo HID HW Radio Driver 1.0.0.58 1.0 

Lenovo Multimedia and Communications Core Runtime 5.0 

Lenovo On Screen Display 8.72 

Lenovo Patch Utility 1.3 

Lenovo Patch Utility 64 bit 1.3 

Lenovo Power Management Driver 1.67 

Lenovo QuickLaunch 1.00 

Lenovo Settings - Camera Audio 4.3 

Lenovo Settings - Location Awareness 1.4 

Lenovo Settings Dependency Package 2.3 

Lenovo Settings Mobile Hotspot 2.3 

Lenovo Settings Service 2.3 

Lenovo Settings UMDF driver 1.2 

Lenovo Solution Center 2.8 

Lenovo System Update 5.07 

Malwarebytes Anti-Malware version 2.0.4.1028 2.0 

Microsoft Office Professional Plus 2013 15.0 

Microsoft Online Services Sign-in Assistant 7.250 

Microsoft SharePoint Designer 2013 - en-us 15.0 

Microsoft Silverlight 5.1 

Microsoft Visual C++ 2005 Redistributable 8.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0 
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Application Name Version 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

Norton Security Scan 4.1 

NVIDIA 3D Vision Driver 345.20 345.20 

NVIDIA Graphics Driver 345.20 345.20 

NVIDIA nView 141.33 141.33 

NVIDIA Update 10.4.0 10.4 

NVIDIA WMI 2.19.0 2.19 

PeaZip 5.2.2 (WIN64)  

PerformanceTest v8.0 8.0 

Picasa 3 3.9 

ProactiveWatch Explorer 3.0 

Realtek High Definition Audio Driver 6.0 

RICOH_Media_Driver_v2.24.18.01 2.24 

Samsung Link 2.0.0.1408131423 2.0 

ScreenConnect Client (2872323bbe412f4c) 5.4 

SHAREit 2.1 

StreetSmart Edge 1.34 

Tansee iPhone/iPad/iPod SMS/MMS/iMessage Transfer 6.10.3 6.10 

TeamViewer 10 10.0 

ThinkPad Bluetooth with Enhanced Data Rate Software 12.0 

ThinkPad UltraNav Driver 16.2 

ThinkVantage Fingerprint Software 5.9 

ThinkVantage Password Manager 4.60 

User Profile Wizard Professional 3.8 

VCE Exam Simulator Demo  

VirtualCloneDrive  

Visual CertExam Suite  

Vuze 4.3 

WD Quick View 2.4 

WD SmartWare 2.4 

WD SmartWare Installer 2.4 

Windows Azure Active Directory Module for Windows PowerShell 1.0 

Windows Driver Package - FTDI CDM Driver Package - Bus/D2XX Driver (04/10/2012 2.08.24) 04/10/2012 2.08 

Windows Driver Package - FTDI CDM Driver Package - VCP Driver (04/10/2012 2.08.24) 04/10/2012 2.08 

Windows Driver Package - Parallax Inc CDM Driver Package - Bus & VCP Driver (04/10/2012 2.08.24) 04/10/2012 2.08 
 
 

License Keys 

Application Name License Key 
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Application Name License Key 

Autodesk - DWG TrueView 2014 B001 

Intel - AMT {65153EA5-8B6E-43b6-857B-C6E4FC25798A} 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Intel - OpenCL {FCB3772C-B7D0-4933-B1A9-3707EBACC573} 

Microsoft - Internet Explorer 00261-80463-30762-AA020 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA580 

Microsoft - Office Professional Plus 2013 00216-55320-10801-AA715 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 8.1 Enterprise 00261-80463-30762-AA020 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Norton - Norton Security Scan NSS 
 

Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

623/TCP Any LMS.exe Local Manageability Service NT AUTHORITY\SYSTEM 

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

8732/TCP Any System   

16720/TCP Any Samsung Link.exe Samsung Link Service NT AUTHORITY\SYSTEM 

16940/TCP Any Samsung Link Tray 
Agent.exe 

Samsung Link Tray Agent PIT\ftaslimi 

16992/TCP Any LMS.exe Local Manageability Service NT AUTHORITY\SYSTEM 

17230/TCP Any Samsung Link Tray 
Agent.exe 

Samsung Link Tray Agent FT-Lenovo\ferey_000 

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49155/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49156/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49157/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP Address Process Name Description User 

53694/TCP Any services  NT AUTHORITY\SYSTEM 
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1.4 - CORP.PERFORMANCEIT.COM\MMITTEL-HP 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.7.95 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Hewlett-Packard/23-k027c 

Service Tag/Serial Number 4CS3380405 

Processor Intel(R) Core(TM) i5-4570T CPU @ 2.90GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
512 MB L2 Cache 
4096 MB L3 Cache 

OS Install Date 3/26/2014 4:46:56 PM 

Last Active Directory Checkin 2/11/2016 8:42:05 AM 
 

System Memory 

Total Memory 8192 MB 

Memory Bank: Bank 1 (Available)  

Memory Bank: ChannelB-DIMM0 (In Use) 8192 MB, 1600 MHz, serial number 19111418 
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Windows NTFS 909.7 GB 136.85 GB 15.04% 772.85GB 84.96% 

D: Recovery Image NTFS 19.89 GB 17.44 GB 87.68% 2.45GB 12.32% 

E: Seagate Backup Plus Drive NTFS 1397.26 GB 88.88 GB 6.36% 1308.38GB 93.64% 
 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Ethernet: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Realtek PCIe GBE Family Controller 

 Physical Address 08:9E:01:E2:62:FF 

 DHCP Enabled Yes 

 IPv4 Address 10.0.7.95;fe80::2855:d52f:3748:b91b 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/9/2016 11:49:46 PM 

 Lease Expires 2/17/2016 11:49:46 PM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 1 Gbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 Engine Version 1.1.12400.0 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPREITARY & CONFIDENTIAL PAGE 23 of 66 

 Last Scan 2/10/2016 9:49:38 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Antispyware 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 AS Definitions Version 1.213.5860.0 

 AS Last Applied 2/10/2016 2:16:31 PM 

 Engine Version 1.1.12400.0 

 Last Scan 2/10/2016 9:49:38 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Drivers, Windows 8.1 and later drivers Failed (non-critical) 6 updates are missing. 

Drivers, Windows 8.1 Drivers Failed (non-critical) 3 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 6 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 
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(from WMI) 

IP Address Printer Name Accessed From Location Comment 

10.0.7.95 hp LaserJet 1320 PCL 5    
 

Shares 

UNC PATH Remark 

\\MMITTEL-HP\ADMIN$ C:\WINDOWS  

\\MMITTEL-HP\C$ C:\  

\\MMITTEL-HP\D$ D:\  

\\MMITTEL-HP\E$ E:\  

\\MMITTEL-HP\IPC$   

\\MMITTEL-HP\print$ C:\WINDOWS\system32\spool\drivers  
 

Installed Applications 

Application Name Version 

Adobe AIR 14.0 

Adobe Community Help 3.4 

Adobe Creative Cloud 3.3 

Adobe Dreamweaver CS5.5 11.5 

Adobe Photoshop CC 14.0 

Adobe Photoshop CC 2014 15.1 

Adobe Reader XI (11.0.13) 11.0 

Adobe Widget Browser 2.0 Build 230 

Apple Application Support 3.0 

Apple Software Update 2.1 

Bonjour 3.0 

Citrix Online Launcher 1.0 

DisplayLink Core Software 7.5 

FileZilla Client 3.10.3 3.10 

Google Chrome 48.0 

Google Toolbar for Internet Explorer 1.0 

HP My Display 2.07 

iCloud 4.0 

Intel(R) Processor Graphics 10.18 

Microsoft Office Professional Plus 2013 15.0 

Microsoft Visual C++ 2005 Redistributable 8.0 

Microsoft Visual C++ 2005 Redistributable (x64) 8.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 
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Application Name Version 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0 

Microsoft Visual C++ 2013 Redistributable (x64) - 12.0.30501 12.0 

Microsoft Visual C++ 2013 Redistributable (x86) - 12.0.30501 12.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

NVIDIA PhysX System Software 9.13.0604 9.13 

NVIDIA Update 1.14.17 1.14 

QuickBooks Premier: Professional Services Edition 2015 25.0 

QuickBooks Runtime Redistributable 1.00 

Seagate Dashboard 3.2 

Snagit 11 11.4 

VC12X64Redist 1.00 

VC12X86Redist 1.00 
 
 

License Keys 

Application Name License Key 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00261-80463-30762-AA999 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA742 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 8.1 Enterprise 00261-80463-30762-AA999 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

 

Common Listening Ports 

Remote 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.7.95 MMITTEL-HP 
 

 
Local 

Port IP 
Address 

Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 
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Port IP 
Address 

Process Name Description User 

5357/TCP Any System   

8019/TCP Any QBCFMonitorService.exe QuickBooks Company File 
Monitoring Service 

NT AUTHORITY\SYSTEM 

8888/TCP Any MobileService.exe Seagate Dashboard NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49155/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49156/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49184/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49194/TCP Any services  NT AUTHORITY\SYSTEM 

55363/TCP Any QBDBMgrN.exe Intuit Network Database Manager mmittel-hp\QBDataServiceUser25 
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1.5 - CORP.PERFORMANCEIT.COM\MNORTH-WIN864 

Windows 8 Enterprise (x64) unknown (Build 9200) 10.0.6.182 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 8 Enterprise (x64) unknown (Build 9200) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer MSI/MS-7850 

Service Tag/Serial Number To Be Filled By O.E.M. 

Processor Intel(R) Core(TM) i7-4770K CPU @ 3.50GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 11/28/2012 8:17:17 AM 

Last Active Directory Checkin 2/11/2016 6:56:36 AM 
 

System Memory 

Total Memory 8192 MB 

Memory Bank: ChannelA-DIMM1 (In Use) 4096 MB, 1333 MHz, serial number 00000EBD 

Memory Bank: Bank 2 (Available)  

Memory Bank: ChannelB-DIMM1 (In Use) 4096 MB, 1333 MHz, serial number 00007915 

Memory Bank: Bank 4 (Available)  
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Gateway NTFS 476.13 GB 136.22 GB 28.61% 339.91GB 71.39% 
 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Ethernet 2: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Realtek PCIe GBE Family Controller 

 Physical Address D4:3D:7E:F7:33:12 

 DHCP Enabled Yes 

 IPv4 Address 10.0.6.182;fe80::7977:c113:9a24:40a1 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/4/2016 4:04:16 PM 

 Lease Expires 2/12/2016 4:04:16 PM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 1 Gbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 GFI Software VIPRE 
 Enabled Yes 

 Up-to-date Yes 

 Windows Defender (Version 4.8.207.0) 
 Enabled No 

 Up-to-date Yes 

 Engine Version 1.1.10600.0 

 Last Scan 6/16/2014 3:00:00 AM 

 Last Scan Type Quick 

 Real-time Protection On 
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Antispyware 

 GFI Software VIPRE 
 Enabled Yes 

 Up-to-date Yes 

 Windows Defender (Version 4.8.207.0) 
 Enabled No 

 Up-to-date Yes 

 AS Definitions Version 1.175.2352.0 

 AS Last Applied 6/15/2014 8:02:11 AM 

 Engine Version 1.1.10600.0 

 Last Scan 6/16/2014 3:00:00 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 

 GFI Languard 
 Enabled Yes 

 
Antispyware 

 GFI Languard 
 Enabled Yes 

 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Drivers, Windows 8 Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Service Packs, SQL Server 2008 Failed (non-critical) 1 update is missing. 

Updates, Windows 8 Failed (non-critical) 2 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
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Connected Printers 

(from WMI) 

IP Address Printer Name Accessed From Location Comment 

10.0.6.182 Brother MFC-9320CW 
Printer 

   

 

Shares 

UNC PATH Remark 

\\MNORTH-WIN864\ADMIN$ C:\Windows  

\\MNORTH-WIN864\C$ C:\  

\\MNORTH-WIN864\IPC$   

\\MNORTH-WIN864\print$ C:\Windows\system32\spool\drivers  

\\MNORTH-WIN864\Share C:\Share  

\\MNORTH-WIN864\xdrive C:\xdrive  
 

Installed Applications 

Application Name Version 

7-Zip 9.20 (x64 edition) 9.20 

Bomgar Representative Client [nsremote.northridge.com]  

Citrix Online Launcher 1.0 

Classic Shell 4.2 

Crystal Reports Basic for Visual Studio 2008 10.5 

Crystal Reports Basic Runtime for Visual Studio 2008 (x64) 10.5 

DevExpress Components 14.1 14.1 

DevExpress Documentation  

Entity Framework 6.1.1 Tools for Visual Studio 2013 12.0 

GFI Business Agent 6.2 

GIMP 2.8.2 2.8 

Google Chrome 48.0 

Ignite UI 2014.1 14.1 

Ignite UI 2014.1 Samples 14.1 

IIS 8.0 Express 8.0 

IIS Express Application Compatibility Database for x64  

IIS Express Application Compatibility Database for x86  

Infragistics ASP.NET 2014.1 14.1 

Infragistics ASP.NET 2014.1 Samples 14.1 

Infragistics Developer Tools 2015.2 15.2 

Infragistics NetAdvantage SharePoint 2012.2 12.2 

Infragistics Reporting 2014.1 14.1 

Infragistics Reporting 2014.1 Samples 14.1 
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Application Name Version 

Infragistics Silverlight 2014.1 14.1 

Infragistics Silverlight 2014.1 Samples 14.1 

Infragistics Version Utility 2014.1 14.1 

Infragistics Visual Studio Extension 2014.1 14.1 

Infragistics Windows Forms 2014.1 14.1 

Infragistics Windows Forms 2014.1 Samples 14.1 

Infragistics Windows UI - WinJS 2013.2 13.2 

Infragistics Windows UI - XAML 2014.1 14.1 

Infragistics WPF 2014.1 14.1 

Infragistics WPF 2014.1 Samples 14.1 

Intel(R) Processor Graphics 9.17 

LogMeIn 4.1 

LogMeIn Client 1.3 

Malwarebytes Anti-Malware version 2.0.3.1025 2.0 

Microsoft .NET Compact Framework 2.0 SP2 2.0 

Microsoft .NET Compact Framework 3.5 3.5 

Microsoft .NET Framework 4 Multi-Targeting Pack 4.0 

Microsoft .NET Framework 4.5 Multi-Targeting Pack 4.5 

Microsoft .NET Framework 4.5 SDK 4.5 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack 4.5 

Microsoft .NET Framework 4.5.1 Multi-Targeting Pack (ENU) 4.5 

Microsoft .NET Framework 4.5.1 SDK 4.5 

Microsoft ASP.NET 2.0 AJAX Extensions 1.0 1.0 

Microsoft ASP.NET 2.0 AJAX Templates for Visual Studio 2008 2.0 

Microsoft ASP.NET MVC 2 2.0 

Microsoft ASP.NET MVC 4 Runtime 4.0 

Microsoft Device Emulator (64 bit) version 3.0 - ENU 9.0 

Microsoft Document Explorer 2005  

Microsoft Document Explorer 2008  

Microsoft Help Viewer 1.0 1.0 

Microsoft Help Viewer 2.1 2.1 

Microsoft Lync 2010 4.0 

Microsoft Office 365 ProPlus - en-us 15.0 

Microsoft Online Services Module for Windows PowerShell 1.0 

Microsoft Online Services Sign-in Assistant 7.250 

Microsoft Silverlight 5.1 

Microsoft Silverlight 3 SDK 3.0 

Microsoft Silverlight 5 SDK 5.0 

Microsoft SQL Server 2005  

Microsoft SQL Server 2008 (64-bit)  

Microsoft SQL Server 2008 Browser 10.1 
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Application Name Version 

Microsoft SQL Server 2008 Native Client 10.1 

Microsoft SQL Server 2008 R2 Data-Tier Application Framework 10.50 

Microsoft SQL Server 2008 R2 Data-Tier Application Project 10.50 

Microsoft SQL Server 2008 R2 Management Objects 10.50 

Microsoft SQL Server 2008 R2 Management Objects (x64) 10.50 

Microsoft SQL Server 2008 R2 Transact-SQL Language Service 10.50 

Microsoft SQL Server 2008 Setup Support Files 10.1 

Microsoft SQL Server 2012 Command Line Utilities 11.1 

Microsoft SQL Server 2012 Data-Tier App Framework 11.1 

Microsoft SQL Server 2012 Data-Tier App Framework (x64) 11.1 

Microsoft SQL Server 2012 Express LocalDB 11.1 

Microsoft SQL Server 2012 Management Objects 11.1 

Microsoft SQL Server 2012 Management Objects (x64) 11.1 

Microsoft SQL Server 2012 Native Client 11.1 

Microsoft SQL Server 2012 Transact-SQL ScriptDom 11.1 

Microsoft SQL Server 2012 T-SQL Language Service 11.1 

Microsoft SQL Server Compact 3.5 for Devices ENU 3.5 

Microsoft SQL Server Compact 3.5 SP1 Design Tools English 3.5 

Microsoft SQL Server Compact 3.5 SP2 ENU 3.5 

Microsoft SQL Server Compact 3.5 SP2 x64 ENU 3.5 

Microsoft SQL Server Compact 4.0 SP1 x64 ENU 4.0 

Microsoft SQL Server Data Tools - enu (12.0.30919.1) 12.0 

Microsoft SQL Server Data Tools Build Utilities - enu (12.0.30919.1) 12.0 

Microsoft SQL Server Database Publishing Wizard 1.3 10.0 

Microsoft SQL Server Database Publishing Wizard 1.4 10.1 

Microsoft SQL Server Native Client 9.00 

Microsoft SQL Server Setup Support Files (English) 9.00 

Microsoft SQL Server System CLR Types 10.50 

Microsoft SQL Server System CLR Types (x64) 10.50 

Microsoft SQL Server VSS Writer 10.1 

Microsoft Sync Framework Runtime v1.0 SP1 (x64) 1.0 

Microsoft Sync Framework SDK v1.0 SP1 1.0 

Microsoft Sync Framework Services v1.0 SP1 (x64) 1.0 

Microsoft Sync Services for ADO.NET v2.0 SP1 (x64) 2.0 

Microsoft System CLR Types for SQL Server 2012 11.1 

Microsoft System CLR Types for SQL Server 2012 (x64) 11.1 

Microsoft Team Foundation Server 2010 Object Model - ENU 10.0 

Microsoft Visual Basic Power Packs 3.0 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.21022 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 
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Application Name Version 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.21022 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4974 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 

Microsoft Visual C++ 2010 x64 Designtime - 10.0.30319 10.0 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x64 Runtime - 10.0.30319 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Runtime - 10.0.30319 10.0 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0 

Microsoft Visual C++ 2012 Redistributable (x86) - 11.0.61030 11.0 

Microsoft Visual F# 2.0 Runtime 10.0 

Microsoft Visual SourceSafe 2005 - ENU  

Microsoft Visual Studio 2008 Professional Edition - ENU  

Microsoft Visual Studio 2008 Remote Debugger - ENU  

Microsoft Visual Studio 2008 Shell (integrated mode) - ENU 9.0 

Microsoft Visual Studio 2008 Team Explorer - ENU  

Microsoft Visual Studio 2010 ADO.NET Entity Framework Tools 10.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

Microsoft Visual Studio Macro Tools 9.0 

Microsoft Visual Studio Professional 2013 with Update 3 12.0 

Microsoft Visual Studio Web Authoring Component 12.0 

Microsoft Web Deploy 3.5 3.1237 

Microsoft Windows SDK for Visual Studio 2008 .NET Framework Tools - enu 3.5 

Microsoft Windows SDK for Visual Studio 2008 Headers and Libraries 6.1 

Microsoft Windows SDK for Visual Studio 2008 SDK Reference Assemblies and IntelliSense 6.1 

Microsoft Windows SDK for Visual Studio 2008 SP1 Tools 6.1 

Microsoft Windows SDK for Visual Studio 2008 SP1 Win32 Tools 6.1 

MindFusion WinForms 1.0 

Mozilla Firefox 43.0.3 (x86 en-US) 43.0 

Mozilla Maintenance Service 43.0 

MySQL Connector Net 6.4.3 6.4 

Open XML SDK 2.0 for Microsoft Office 2.0 

OpenOffice 4.1.2 4.12 

Prerequisites for SSDT 11.1 

Quick Screen Capture 3.0 3.0 

Samsung Data Migration 2.7 

Samsung Printer Live Update 1.01 

ShadowSnap 1.1 

StorageCraft ShadowProtect 5.0 

Telerik Control Panel 14.2 



 

Asset Detail Report 
NETWORK ASSESSMENT 

PROPREITARY & CONFIDENTIAL PAGE 34 of 66 

Application Name Version 

Telerik Reporting Q2 2014 SP1 8.1 

Telerik UI for WinForms Q2 2014 SP1 14.2 

Telerik UI for WPF Q2 2014 SP1 14.2 

Visual C++ 2008 IA64 Runtime - v9.0.30729.01 9.0 

Visual C++ 2008 x64 Runtime - v9.0.30729.01 9.0 

Visual C++ 2008 x86 Runtime - v9.0.30729.01 9.0 

Visual C++ 2008 x86 Runtime - v9.0.30729.4148 9.0 

Visual C++ 2008 x86 Runtime - v9.0.30729.6161 9.0 

Visual Studio .NET Prerequisites - English 9.0 

Visual Studio 2005 Tools for Office Second Edition Runtime  

Visual Studio 2010 Prerequisites - English 10.0 

Visual Studio 2010 Tools for SQL Server Compact 3.5 SP2 ENU 4.0 

Visual Studio Tools for the Office system 3.0 Runtime  

WCF RIA Services V1.0 SP2 4.1 

Web Deployment Tool 1.1 

Windows Mobile 5.0 SDK R2 for Pocket PC 5.00 

Windows Mobile 5.0 SDK R2 for Smartphone 5.00 

WinMerge 2.14.0 2.14 

Xceed Components 4.5 
 
 

License Keys 

Application Name License Key 

Business Objects - Crystal Reports Basic for Visual Studio 2008 notnone 

Business Objects - Crystal Reports Basic Runtime for Visual 
Studio 2008 (x64) 

notnone 

GFI - LNSS10 0 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Communicator 4.0 02066-270-0001260-04309 

Microsoft - Internet Explorer 00178-50527-10145-AA496 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - MSDN 9.0 92357-152-0000034-60585 (GQ42V-YK763-KTBD6-JRR38-
C8T9M) 

Microsoft - Office 82503-018-0000106-48846 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Office Visual Web Developer 2007 82503-694-0000007-62748 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Service Pack 1 for SQL Server 2008 (KB968369) (64-
bit) 

SQL2008 

Microsoft - SourceSafe 8.0 77609-010-0000007-41660 (QCT3X-2D7KK-RTCPQ-GTRFK-
46FWG) 

Microsoft - Visual SourceSafe 2005 - ENU 77609-010-0000007-41660 
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Application Name License Key 

Microsoft - Visual Studio 2008 Professional Edition - ENU 91605-270-8446382-60851 

Microsoft - Visual Studio 2008 Shell (integrated mode) - ENU 92357-152-0000034-60585 

Microsoft - Visual Studio 2008 Team Explorer - ENU 91907-152-0000016-60184 

Microsoft - Visual Studio Web Authoring Component 82503-694-0000007-62748 (GRXPP-JRYBX-7JWJB-M2H2C-
G486T) 

Microsoft - VisualStudio 01010-532-2002386-70219 

Microsoft - VisualStudio 2014.2.707.0 

Microsoft - VisualStudio 4.1.21001.0 

Microsoft - VSA 9.0 92357-152-0000034-60585 (GQ42V-YK763-KTBD6-JRR38-
C8T9M) 

Microsoft - Windows 8 Enterprise 00178-50527-10145-AA496 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Windows SDK for Visual Studio 2008 Headers and 
Libraries 

12345-111-1111111-51526 

Microsoft - Windows SDK for Visual Studio 2008 SDK 
Reference Assemblies and IntelliSense 

12345-111-1111111-18298 

Microsoft - Windows SDK for Visual Studio 2008 SP1 Tools 12345-111-1111111-17665 

Microsoft - Windows SDK for Visual Studio 2008 SP1 Win32 
Tools 

12345-111-1111111-34857 

 

Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

2002/TCP Any LogMeIn.exe LogMeIn NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

8081/TCP Any System   

18086/TCP Any SBAMSvc.exe GFI Software Anti Malware Service NT AUTHORITY\SYSTEM 

25566/TCP Any raw_agent_svc.exe STC Raw Backup Agent NT AUTHORITY\SYSTEM 

44399/TCP Any System   

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49155/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49177/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 
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Port IP Address Process Name Description User 

49178/TCP Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 

59295/TCP Any System   
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1.6 - CORP.PERFORMANCEIT.COM\PKWIN8-VM 

Windows 8.1 Pro (x64) unknown (Build 9600) 192.168.199.41, 10.0.6.136 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 8.1 Pro (x64) unknown (Build 9600) 

Windows Key WRJRH-MMKDG-FCRGB-T7WR2-J426M 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 7023-0101-8892-0937-6588-8690-01 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 

OS Install Date 3/3/2014 1:09:54 PM 

Last Active Directory Checkin 2/11/2016 9:10:43 AM 
 

System Memory 

Total Memory 1024 MB 

Memory Bank: M00 (In Use) 1024 MB, unknown MHz, serial number None 

1 Memory Bank Available  
 

Disk Space Utilization 
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Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTFS 126.48 GB 22.92 GB 18.12% 103.56GB 81.88% 

 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Ethernet: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Microsoft Hyper-V Network Adapter 

 Physical Address 00:15:5D:01:E0:8C 

 DHCP Enabled Yes 

 IPv4 Address 10.0.6.136;fe80::25ca:4556:3551:9e23 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/4/2016 4:13:14 PM 

 Lease Expires 2/12/2016 4:13:14 PM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 10000000000 

 
Ethernet adapter Ethernet 3: 
 Connection-specific DNS Suffix phones.performanceit.com 

 Description Microsoft Hyper-V Network Adapter 

 Physical Address 00:15:5D:01:E0:8D 

 DHCP Enabled Yes 

 IPv4 Address 192.168.199.41;fe80::5d0f:a0de:55fa:48c4 

 Subnet Mask 255.255.255.0, 64 

 DHCP Server 192.168.199.1 

 Lease Obtained 2/4/2016 4:13:20 PM 

 Lease Expires 2/12/2016 4:13:20 PM 

 Default Gateway 192.168.199.1 

 DNS Servers 8.8.8.8 

 Connection Speed 10000000000 

 
 

Endpoint Security 

Security Center 

Antivirus 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 Engine Version 1.1.12400.0 

 Last Scan 2/8/2016 5:25:27 AM 

 Last Scan Type Quick 
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 Real-time Protection On 

 
Antispyware 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 AS Definitions Version 1.213.5613.0 

 AS Last Applied 2/8/2016 4:56:37 AM 

 Engine Version 1.1.12400.0 

 Last Scan 2/8/2016 5:25:27 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting Off 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 4 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 

None Detected 
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Shares 

UNC PATH Remark 

\\PKWIN8-VM\ADMIN$ C:\Windows  

\\PKWIN8-VM\C$ C:\  

\\PKWIN8-VM\IPC$   

\\PKWIN8-VM\print$ C:\Windows\system32\spool\drivers  
 

Installed Applications 

Application Name Version 

Google Chrome 48.0 

Java 7 Update 67 7.0 

Microsoft Message Analyzer 4.0 

Microsoft Office 365 ProPlus - en-us 15.0 

Microsoft SQL Server 2008 Management Objects 10.0 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

Mozilla Firefox 41.0.2 (x86 en-US) 41.0 

Mozilla Maintenance Service 41.0 

ScreenConnect Client (2872323bbe412f4c) 5.4 

SQL Server System CLR Types 10.0 

VIPRE Business Premium 7.5 
 
 

License Keys 

Application Name License Key 

Microsoft - Internet Explorer 00260-00105-13628-AA892 (WRJRH-MMKDG-FCRGB-T7WR2-
J426M) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 8.1 Pro 00260-00105-13628-AA892 (WRJRH-MMKDG-FCRGB-T7WR2-
J426M) 

 

Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 
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Port IP Address Process Name Description User 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49155/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49156/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49157/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49178/TCP Any services  NT AUTHORITY\SYSTEM 

59078/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 
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1.7 - CORP.PERFORMANCEIT.COM\PSOLER-PC 

Windows 8.1 Pro (x64) unknown (Build 9600) 10.0.6.63 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 8.1 Pro (x64) unknown (Build 9600) 

Windows Key QPR79-MRXBQ-9XFMM-W2Y7W-Q6672 

Manufacturer Acer/Veriton M6630G 

Processor Intel(R) Core(TM) i7-4770 CPU @ 3.40GHz 
64-bit ready 
Multi-core (4 total) 
Hyper-threaded (8 total) 
1024 MB L2 Cache 
8192 MB L3 Cache 

OS Install Date 10/15/2014 2:38:06 PM 

Last Active Directory Checkin 2/11/2016 7:43:14 AM 
 

System Memory 

Total Memory 10240 MB 

Memory Bank: DIMM1 (In Use) 4096 MB, 1600 MHz, serial number 92299240 

Memory Bank: DIMM2 (In Use) 4096 MB, 1600 MHz, serial number 90297F40 

Memory Bank: DIMM3 (In Use) 1024 MB, 1333 MHz, serial number 79F84942 

Memory Bank: DIMM4 (In Use) 1024 MB, 1333 MHz, serial number 79F84941 

Memory Bank: Bank 5 (Available)  
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Acer NTFS 890.26 GB 206.48 GB 23.19% 683.78GB 76.81% 
 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Ethernet: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Intel(R) Ethernet Connection I217-LM 

 Physical Address C0:3F:D5:5E:F3:D9 

 DHCP Enabled Yes 

 IPv4 Address 10.0.6.63;fe80::6968:1760:b32c:fa18 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/5/2016 7:42:54 AM 

 Lease Expires 2/13/2016 7:42:54 AM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 1 Gbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 Engine Version 1.1.12400.0 

 Last Scan 2/8/2016 4:28:41 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Antispyware 

 Windows Defender (Version 4.8.207.0) 
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 Enabled Yes 

 Up-to-date Yes 

 AS Definitions Version 1.213.5588.0 

 AS Last Applied 2/7/2016 8:06:14 PM 

 Engine Version 1.1.12400.0 

 Last Scan 2/8/2016 4:28:41 AM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 8.1 Drivers Failed (non-critical) 1 update is missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 8 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 

(from WMI) 

IP Address Printer Name Accessed From Location Comment 

10.0.6.63 Brother HL-6180DW 
series Printer 
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Shares 

UNC PATH Remark 

\\PSOLER-PC\ADMIN$ C:\WINDOWS  

\\PSOLER-PC\C$ C:\  

\\PSOLER-PC\F$ F:\  

\\PSOLER-PC\IPC$   

\\PSOLER-PC\print$ C:\WINDOWS\system32\spool\drivers  

\\PSOLER-PC\share C:\share  

\\PSOLER-PC\Users C:\Users  
 

Installed Applications 

Application Name Version 

7-Zip 9.20 (x64 edition) 9.20 

Acer eSettings Management 3.00 

Acer Framework 3.00 

Acer Office Manager Agent 1.00 

Acer Office Manager Console 1.00 

Acer Power Management 7.00 

Acer Recovery Management 6.00 

Acer Registration 2.00 

Acer SmartBoot 1.00 

Adobe AIR 1.5 

Adobe Community Help 3.0 

Adobe Creative Suite 5 Master Collection 5.0 

Adobe Media Player 1.8 

Adobe Reader XI (11.0.13) 11.0 

Citrix Online Launcher 1.0 

Citrix Receiver 14.2 

CyberLink PowerDVD 12 12.0 

Getif 2.3.1  

Google Chrome 48.0 

Identity Card 2.00 

Intel(R) Control Center 1.2 

Intel(R) Management Engine Components 9.0 

Intel(R) Network Connections 18.1.59.0 18.1 

Intel(R) Processor Graphics 10.18 

Intel(R) Rapid Storage Technology 12.6 

Intel(R) SDK for OpenCL - CPU Only Runtime Package 3.0 

Intel(R) Small Business Advantage 2.0 

Java 8 Update 73 8.0 
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Application Name Version 

Live Updater 2.00 

LogMeIn 4.1 

LogMeIn Client 1.3 

Managed Switch Port Mapping Tool 2.55 2.55 

Microsoft Baseline Security Analyzer 2.3 2.3 

Microsoft Office Professional Plus 2013 15.0 

Microsoft Online Services Sign-in Assistant 7.250 

Microsoft Visio Professional 2013 15.0 

Microsoft Visual C++ 2005 Redistributable 8.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2012 Redistributable (x64) - 11.0.61030 11.0 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

MSI Wrapper 6.0.91.0 6.0 

Notepad++ 6.7 

ProactiveWatch Explorer  

Quick Screen Capture 3.0 3.0 

Realtek High Definition Audio Driver 6.0 

Realtek USB Card Reader 6.2 

ScreenConnect Client (2872323bbe412f4c) 5.0 

Shared C Run-time for x64 10.0 

Software Assembler 2.00 

TeamViewer 10 10.0 

Terminals 3.6 

VCE Exam Simulator  

Veriton ControlCenter 1.00 

VMware vSphere Client 5.0 5.0 

VMware vSphere Client 5.5 5.5 

Windows Azure Active Directory Module for Windows PowerShell 1.0 

Zip Repair Pro 5.1 
 
 

License Keys 
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Application Name License Key 

Intel - AMT {65153EA5-8B6E-43b6-857B-C6E4FC25798A} 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Intel - OpenCL {FCB3772C-B7D0-4933-B1A9-3707EBACC573} 

Intel - SBA {6A6D86CD-B004-46b7-8951-7BB75A776F8C} 

Microsoft - Internet Explorer 00180-10923-85489-AAOEM (QPR79-MRXBQ-9XFMM-
W2Y7W-Q6672) 

Microsoft - Office Professional Plus 2013 00216-40000-00000-AA567 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Visio Professional 2013 00219-00000-00000-AA362 

Microsoft - Windows 8.1 Pro 00180-10923-85489-AAOEM (QPR79-MRXBQ-9XFMM-
W2Y7W-Q6672) 

Nero - Nero <binary> 
 

Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

2002/TCP Any LogMeIn.exe LogMeIn NT AUTHORITY\SYSTEM 

2179/TCP Any vmms.exe Virtual Machine Management 
Service 

NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

17500/TCP Any Dropbox.exe Dropbox PIT\psoler 

21092/TCP Any AgSvc.exe AgSvc NT AUTHORITY\SYSTEM 

22350/TCP Any CodeMeter.exe CodeMeter Runtime Server NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49155/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49156/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49157/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49196/TCP Any services  NT AUTHORITY\SYSTEM 
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1.8 - CORP.PERFORMANCEIT.COM\PSOLER-WIN764 

Windows 8.1 Enterprise (x64) unknown (Build 9600) 10.0.7.18 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

No issues detected 
 

System Profile 

OS Windows 8.1 Enterprise (x64) unknown (Build 9600) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Gateway/DX4320 

Processor AMD Phenom(tm) II X4 945 Processor 
64-bit ready 
Multi-core (4 total) 
Not hyper-threaded 
2048 MB L2 Cache 
6144 MB L3 Cache 

OS Install Date 11/21/2013 1:32:55 PM 

Last Active Directory Checkin 2/11/2016 8:27:29 AM 
 

System Memory 

Total Memory 4096 MB 

Memory Bank: Bank 1 (Available)  

Memory Bank: Bank 2 (Available)  

Memory Bank: DIMM2 (In Use) 2048 MB, 533 MHz, serial number DC8DF165 

Memory Bank: DIMM3 (In Use) 2048 MB, 533 MHz, serial number 258EF165 
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C: Gateway NTFS 913.35 GB 194.40 GB 21.28% 718.95GB 78.72% 
 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Local Area Connection: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Realtek PCIe GBE Family Controller 

 Physical Address 90:FB:A6:8A:9C:2B 

 DHCP Enabled Yes 

 IPv4 Address 10.0.7.18;fe80::20dd:cdd2:c1bf:95dc 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/10/2016 10:44:54 AM 

 Lease Expires 2/18/2016 10:44:54 AM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 100 Mbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 Windows Defender (Version 4.8.207.0) 
 Enabled Yes 

 Up-to-date Yes 

 Engine Version 1.1.12400.0 

 Last Scan 2/10/2016 12:42:23 PM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Antispyware 

 Windows Defender (Version 4.8.207.0) 
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 Enabled Yes 

 Up-to-date Yes 

 AS Definitions Version 1.213.5826.0 

 AS Last Applied 2/10/2016 8:00:21 AM 

 Engine Version 1.1.12400.0 

 Last Scan 2/10/2016 12:42:23 PM 

 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

MBSA 

 

Issue Score Assessment 

Developer Tools, Runtimes, and Redistributables Security 
Updates 

Passed No security updates are 
missing. 

Microsoft Lync Server and Microsoft Lync Security Updates Passed No security updates are 
missing. 

Office Communications Server And Office Communicator 
Security Updates 

Passed No security updates are 
missing. 

Office Security Updates Passed No security updates are 
missing. 

Silverlight Security Updates Passed No security updates are 
missing. 

SQL Server Security Updates Passed No security updates are 
missing. 

Windows Security Updates Passed No security updates are 
missing. 

 
Windows Updates 
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Issue Score Assessment 

Definition Updates, Windows Defender Failed (non-critical) 1 update is missing. 

Drivers, Windows 8.1 and later drivers Failed (non-critical) 1 update is missing. 

Drivers, Windows 8.1 Drivers Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 8.1 Failed (non-critical) 6 updates are missing. 
 

Local Account Password Strength Assessment 

Assessment: Strong Security 
 Administrator - Weak, Disabled 
 Guest - Weak, Disabled 
 

Connected Printers 

(from WMI) 

IP Address Printer Name Accessed From Location Comment 

10.0.7.18 Brother HL-6180DW 
series Printer 

   

 

Shares 

UNC PATH Remark 

\\PSOLER-WIN764\ADMIN$ C:\WINDOWS  

\\PSOLER-WIN764\C$ C:\  

\\PSOLER-WIN764\IPC$   

\\PSOLER-WIN764\print$ C:\Windows\system32\spool\drivers  
 

Installed Applications 

Application Name Version 

7-Zip 9.20  

7-Zip 9.20 (x64 edition) 9.20 

ADManager Plus Free Tools 4.0 

Adobe Acrobat 9 Pro - English, Français, Deutsch 9.2 

Adobe Acrobat 9.2.0 - CPSID_50026  

Adobe AIR 1.5 

Adobe Community Help 3.0 

Adobe Creative Suite 5 Master Collection 5.0 

Adobe Flash Player 11 Plugin 11.4 

Adobe Media Player 1.8 

AMD Catalyst Install Manager 8.0 

AppEazy Connect v5.5 (Build 5714)  

Bonjour 3.0 
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Application Name Version 

Brother MFL-Pro Suite MFC-9320CW 3.0 

Brother P-touch Editor 5.0 5.0 

Brother P-touch Update Software 1.0 

BurnAware Free 6.8  

Cisco AnyConnect VPN Client 2.5 

Citrix Online Launcher 1.0 

Citrix Receiver 13.4 

ConnectWise Internet Client 64-bit 12.2 

Crystal Reports 2008 Runtime SP2 12.2 

DAEMON Tools Lite 4.47 

DVD Shrink 3.2  

Express Scribe 5.59 

ExtraPutty 0.22 0.22 

Getif 2.3.1  

Google Chrome 48.0 

iCloud 4.0 

Java 7 Update 60 7.0 

JavaFX 2.1.1 2.1 

Juniper Networks Network Connect 6.4.0 6.4 

Juniper Networks Setup Client Activex Control 2.0 

Kernel for OST to PST ver 11.07.01  

LabTech Client 2013 6.0 

LogMeIn 4.1 

LogMeIn Client 1.3 

Media Player Codec Pack 4.3.4 4.3 

Microsoft Lync 2010 4.0 

Microsoft Office Professional Plus 2010 14.0 

Microsoft Online Services Module for Windows PowerShell 1.0 

Microsoft Online Services Sign-in Assistant 7.250 

Microsoft Silverlight 5.1 

Microsoft Visio Professional 2013 15.0 

Microsoft Visual C++ 2005 Redistributable 8.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.17 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x64 9.0.30729.6161 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.4148 9.0 

Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161 9.0 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 
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Application Name Version 

Microsoft Visual J# 2.0 Redistributable Package - SE (x64)  

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

Microsoft Works 6-9 Converter 14.0 

Mozilla Firefox 15.0 (x86 en-US) 15.0 

Mozilla Maintenance Service 15.0 

MSXML 4.0 SP2 Parser and SDK 4.20 

MySQL Connector/ODBC 3.51 3.51 

Nucleus Kernel Outlook Password Recovery ver 10.08.01  

NVIDIA 3D Vision Controller Driver 301.42 301.42 

NVIDIA 3D Vision Driver 306.97 306.97 

NVIDIA Graphics Driver 306.97 306.97 

NVIDIA HD Audio Driver 1.3.16.0 1.3 

NVIDIA PhysX System Software 9.12.0213 9.12 

NVIDIA Update 1.10.8 1.10 

ProactiveWatch Agent  

ProactiveWatch Explorer  

Quick Screen Capture 3.0 3.0 

QuickBooks File Doctor 3.5 

QuickBooks Premier: Contractor Edition 2012 22.0 

Realtek Ethernet Controller Driver For Windows 7 7.17 

Samsung M283x Series 1.10 (11/6/2014) 

Samsung Printer Diagnostics 1.0 

Samsung Printer Live Update 1.01 

SonicWALL Global VPN Client 4.6 

TeamViewer 9 9.0 

Terminals 2.0 

ViewSonic Monitor Drivers  

Visual CertExam Suite  

VLC media player 2.0.0 2.0 

VMware vSphere Client 5.0 5.0 

Windows 7 USB/DVD Download Tool 1.0 
 
 

License Keys 

Application Name License Key 

Adobe - Repair 111810065156236677997852 (111810065156236677997852) 

Adobe Systems - Adobe Acrobat 9 Pro - English, Français, 
Deutsch 

111810065156236677997852 

Aimersoft - Aimersoft Helper Compact 1030 

Aimersoft - Aimersoft Video Converter Ultimate 523 
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Application Name License Key 

Business Objects - Crystal Reports 2008 Runtime SP2 notnone 

Microsoft - Communicator 4.0 02066-270-0001260-04309 

Microsoft - Internet Explorer 00261-80463-30762-AA926 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Office Professional Plus 2010 82503-018-0000106-48284 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Visio Professional 2013 00219-00000-00000-AA856 (JVF76-6TMPY-98BXW-76B7Q-
TCGTV) 

Microsoft - Windows 8.1 Enterprise 00261-80463-30762-AA926 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

 

Common Listening Ports 

Remote 

IP Address  Computer Name  RDP 
(3389/TCP)  

10.0.7.18 PSOLER-WIN764 
 

 
Local 

Port IP 
Address 

Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

2002/TCP Any LogMeIn.exe LogMeIn NT AUTHORITY\SYSTEM 

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

8019/TCP Any QBCFMonitorService.exe QuickBooks Company File 
Monitoring Service 

NT AUTHORITY\SYSTEM 

29080/TCP Any pwgateway.exe  NT AUTHORITY\SYSTEM 

29081/TCP Any pwgwupdater.exe  NT AUTHORITY\SYSTEM 

29100/TCP Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49155/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49156/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49159/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49212/TCP Any services  NT AUTHORITY\SYSTEM 
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1.9 - CORP.PERFORMANCEIT.COM\PSOLER-WIN7TEST 

Windows 7 Professional (x64) Service Pack 1 (Build 7601) 10.0.6.144 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

● Anti-virus not installed 

● Operating System in Extended Support 

 

System Profile 

OS Windows 7 Professional (x64) Service Pack 1 (Build 7601) 

Windows Key BBBBB-BBBBB-BBBBB-BBBBB-BBBBB 

Manufacturer Microsoft Corporation/Virtual Machine 

Service Tag/Serial Number 1873-4995-1167-9175-0847-1458-26 

Processor Intel(R) Xeon(R) CPU L5639 @ 2.13GHz 
64-bit ready 
Single-core 
Not hyper-threaded 

OS Install Date 7/29/2014 8:26:14 AM 

Last Active Directory Checkin 2/11/2016 8:59:26 AM 
 

System Memory 

Total Memory 2048 MB 

Memory Bank: M0 (In Use) 2048 MB, unknown MHz, serial number None 

32 Memory Banks Available  
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTFS 126.9 GB 51.50 GB 40.58% 75.4GB 59.42% 

 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Local Area Connection 2: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Microsoft Virtual Machine Bus Network Adapter 

 Physical Address 00:15:5D:01:E0:6E 

 DHCP Enabled Yes 

 IPv4 Address 10.0.6.144;fe80::c474:c28a:fb7f:9ac4 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/4/2016 4:16:57 PM 

 Lease Expires 2/12/2016 4:16:57 PM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 10000000000 

 
 

Endpoint Security 

Security Center 

Antivirus 
No antivirus reported by Security Center 
 
Antispyware 

 Windows Defender (Version 6.1.7600.16385) 
 Enabled Yes 

 Up-to-date Yes 

 AS Definitions Version 1.213.5477.0 

 AS Last Applied 2/4/2016 4:49:21 PM 

 Engine Version 1.1.12400.0 

 Last Scan 2/8/2016 2:53:09 AM 
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 Last Scan Type Quick 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 
No antivirus services found that were not already in Security Center 
 
Antispyware 
No antispyware services found that were not already in Security Center 
 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Feature Packs, Security Essentials Free Antivirus Failed (non-critical) 2 updates are missing. 

Feature Packs, Silverlight Failed (non-critical) 1 update is missing. 

Feature Packs, Skype for Windows Failed (non-critical) 1 update is missing. 

Updates, Windows 7 Failed (non-critical) 7 updates are missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 

None Detected 
 

Shares 

UNC PATH Remark 

\\PSOLER-WIN7TEST\ADMIN$ C:\Windows  

\\PSOLER-WIN7TEST\C$ C:\  

\\PSOLER-WIN7TEST\IPC$   
 

Installed Applications 
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Application Name Version 

7-Zip 9.20 (x64 edition) 9.20 

Google Chrome 48.0 

Microsoft .NET Framework 4.5.2 4.5 

Microsoft Office Professional Plus 2010 14.0 

Microsoft Online Services Sign-in Assistant 7.250 

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 10.0 

Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 10.0 

Microsoft Visual Studio 2010 Tools for Office Runtime (x64) 10.0 

ProactiveWatch Agent  

Windows Azure Active Directory Module for Windows PowerShell 1.0 
 
 

License Keys 

Application Name License Key 

Microsoft - Internet Explorer 55041-006-2443512-86194 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - Office Professional Plus 2010 82503-018-0000106-48072 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 7 Professional 55041-006-2443512-86194 (JVF76-6TMPY-98BXW-76FY6-
YG26V) 

 

Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

445/TCP Any System   

3389/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

5357/TCP Any System   

29100/TCP Any pwagent.exe  NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49152/TCP Any wininit.exe Windows Start-Up Application NT AUTHORITY\SYSTEM 

49153/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49154/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49157/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49189/TCP Any services.exe Services and Controller app NT AUTHORITY\SYSTEM 
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1.10 - CORP.PERFORMANCEIT.COM\TSAUNDERS-LT 

Windows 10 Pro (x64) unknown (Build 10240) 10.0.6.115 
 

System Risk Score System Issue Score 

 

 
 
 

Issues 

● FEW Security patches missing on computers. 
 

System Profile 

OS Windows 10 Pro (x64) unknown (Build 10240) 

Windows Key TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6 

Manufacturer HP/HP Notebook 

Service Tag/Serial Number Chassis Serial Number 

Processor Intel(R) Core(TM) i3-5005U CPU @ 2.00GHz 
64-bit ready 
Multi-core (2 total) 
Hyper-threaded (4 total) 
256 MB L2 Cache 
3072 MB L3 Cache 

OS Install Date 1/28/2016 4:40:30 PM 

Last Active Directory Checkin 2/11/2016 9:04:08 AM 
 

System Memory 

Total Memory 6144 MB 

Memory Bank: Bottom - Slot 1 (left) (In Use) 4096 MB, 1600 MHz, serial number 16640850 

Memory Bank: Bank 1 (Available)  

Memory Bank: Bottom - Slot 2 (right) (In Use) 2048 MB, 1600 MHz, serial number 20941121 
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Disk Space Utilization 

 
 
Volumes 

Drive Volume Label Filesystem Capacity Used % Used Available % Available 

C:  NTFS 127.44 GB 23.53 GB 18.46% 103.91GB 81.54% 

 
Physical Drives 

Model Serial Number Type Size Volumes 
 

Windows IP Configuration 

Ethernet adapter Ethernet: 
 Connection-specific DNS Suffix Corp.PerformanceIT.com 

 Description Realtek PCIe FE Family Controller 

 Physical Address FC:3F:DB:B1:6A:C7 

 DHCP Enabled Yes 

 IPv4 Address 10.0.6.115;fe80::c899:e6d4:1711:8404 

 Subnet Mask 255.255.248.0, 64 

 DHCP Server 10.0.1.3 

 Lease Obtained 2/8/2016 3:42:32 PM 

 Lease Expires 2/16/2016 3:42:32 PM 

 Default Gateway 10.0.0.1;fe80::201:2eff:fe4e:e242 

 DNS Servers 10.0.1.23 

 Connection Speed 100 Mbps 

 
 

Endpoint Security 

Security Center 

Antivirus 

 ThreatTrack Security VIPRE Business Agent 
 Enabled Yes 

 Up-to-date No 

 Windows Defender (Version 4.8.10240.16384) 
 Enabled No 

 Up-to-date Yes 

 Engine Version 1.1.11701.0 

 Real-time Protection On 
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Antispyware 

 ThreatTrack Security VIPRE Business Agent 
 Enabled Yes 

 Up-to-date No 

 Windows Defender (Version 4.8.10240.16384) 
 Enabled No 

 Up-to-date Yes 

 AS Definitions Version 1.199.1615.0 

 AS Last Applied 6/2/2015 10:19:52 PM 

 Engine Version 1.1.11701.0 

 Real-time Protection On 

 
Firewall 

 Windows Firewall 
 Enabled Yes 

 Domain Setting On 

 Private Setting On 

 Public Setting On 

 
Detected by Services 

Antivirus 

 GFI Languard 
 Enabled Yes 

 
Antispyware 

 GFI Languard 
 Enabled Yes 

 
Firewall 
No firewall services found that were not already in Security Center 
 

Patch Status 

Windows Updates 

 

Issue Score Assessment 

Drivers, Windows 10 and later drivers Failed (non-critical) 11 updates are missing. 

Security Updates, Windows 10, Windows 10 LTSB Failed (critical) 1 security update is missing. 

Updates, Windows 10 Failed (non-critical) 1 update is missing. 
 

Local Account Password Strength Assessment 

None Detected 
 

Connected Printers 

(from WMI) 

IP Address Printer Name Accessed From Location Comment 
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IP Address Printer Name Accessed From Location Comment 

10.0.6.115 Brother HL-6180DW 
series Printer 

   

 

Shares 

UNC PATH Remark 

\\TSAUNDERS-LT\ADMIN$ C:\Windows  

\\TSAUNDERS-LT\C$ C:\  

\\TSAUNDERS-LT\IPC$   
 

Installed Applications 

Application Name Version 

Adobe Acrobat Reader DC 15.010 

Apple Application Support (32-bit) 4.1 

Apple Application Support (64-bit) 4.1 

Apple Mobile Device Support 9.1 

Apple Software Update 2.1 

Bonjour 3.1 

Google Chrome 48.0 

HP Support Assistant 8.1 

HP Support Solutions Framework 12.0 

iTunes 12.3 

Microsoft Office 365 ProPlus - en-us 15.0 

Microsoft Visio Viewer 2013 15.0 

Realtek High Definition Audio Driver 6.0 

ScreenConnect Client (2872323bbe412f4c) 5.4 

Skype 7.18 7.18 

Synaptics Pointing Device Driver 19.0 

VIPRE Business Agent 7.0 
 
 

License Keys 

Application Name License Key 

GFI - LNSS11 0 

Hewlett-Packard - HPActiveSupport N0N86UA#ABA 

Intel - GFX {F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA} 

Microsoft - Internet Explorer 00330-80000-00000-AA901 (TY4CG-JDJH7-VJ2WF-DY4X9-
HCFC6) 

Microsoft - PowerShell 89383-100-0001260-04309 

Microsoft - Windows 10 Pro 00330-80000-00000-AA901 (TY4CG-JDJH7-VJ2WF-DY4X9-
HCFC6) 
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Common Listening Ports 

Remote 

None Detected 
 
Local 

Port IP Address Process Name Description User 

80/TCP Any Skype.exe Skype  PIT\tsaunders 

135/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\NETWORK SERVICE 

139/TCP 10.0.6.115 System   

443/TCP Any Skype.exe Skype  PIT\tsaunders 

445/TCP Any System   

5357/TCP Any System   

7680/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

8092/TCP Any System   

17470/TCP Any Skype.exe Skype  PIT\tsaunders 

18086/TCP Any SBAMSvc.exe Anti Malware Service NT AUTHORITY\SYSTEM 

47001/TCP Any System   

49408/TCP Any wininit  NT AUTHORITY\SYSTEM 

49409/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\LOCAL SERVICE 

49410/TCP Any svchost.exe Host Process for Windows Services NT AUTHORITY\SYSTEM 

49411/TCP Any spoolsv.exe Spooler SubSystem App NT AUTHORITY\SYSTEM 

49412/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49413/TCP Any lsass.exe Local Security Authority Process NT AUTHORITY\SYSTEM 

49416/TCP Any services  NT AUTHORITY\SYSTEM 
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2 - Domain: Development.Performanceit.com 
No computers with asset information found on this domain. There may be no computer in the domain or all 
computers are offline or inaccessible. 
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3 - Printers 

CORP.PERFORMANCEIT.COM (from WMI) 

IP Address Printer Name Accessed From Location Comment 

10.0.6.192 Brother HL-6180DW 
series Printer 

FT-LENOVO   

10.0.6.192 Brother MFC-9840CDW 
Printer 

FT-LENOVO   

10.0.7.95 hp LaserJet 1320 PCL 5 MMITTEL-HP   

10.0.6.182 Brother MFC-9320CW 
Printer 

MNORTH-WIN864   

10.0.6.63 Brother HL-6180DW 
series Printer 

PSOLER-PC   

10.0.7.18 Brother HL-6180DW 
series Printer 

PSOLER-WIN764   

10.0.6.115 Brother HL-6180DW 
series Printer 

TSAUNDERS-LT   
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4 - Network Devices 


